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 Over the last few years, as the requirements for data confidentiality and privacy have 

been magnified, encryption of stored data has become a much more compelling value 

proposition, we are in need of an efficient key management scheme. Across all the 
industries the requirements for managing cryptographic keys are becoming even more 

complex. This is a complicated requirement to manage an ever-increasing number of 
keys, while reducing the risk of internal and external entities, as well as keeping costs at 

a minimum. This paper analyzes the various dynamic key management schemes that is 

suitable for different network environment and also provides several evaluation metrics. 
It gives the user an idea to flexibly manage a very large number of keys throughout the 

entire process without drowning in their work. In this work, the dynamic key 

management scheme is classified into different groups based on the evaluation metrics. 
Here we describe an architecture for the management of cryptographic keys for 

multicast communications. 
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INTRODUCTION 

 

 Multicasting is being used as an efficient communication mechanism for group-oriented applications in the 

Internet such as video conferencing, interactive group games, video on demand, e-learning, software updates, 

database replication and broadcasting stock quotes. The lack of security in the multicast communication model 

complicates the effective and large scale deployment of business multi-party applications. This limitation 

motivated to address many issues relating to securing the multicast, such as confidentiality, authentication, and 

access control. In this paper, we focus on the important component of any secure multicast architecture over 

wired networks is “group key management”.Key management is an important mechanism to ensure security in 

network environments and applications related to it. Key management can be defined as a set of procedures and 

methods that brace key establishment and the maintenance of ongoing keying relationships between authorized 

parties according to a security policy. The maintenance and the distribution of the keys involved in re-keying 

and encryption is referred to as Group key management. To ensure confidentiality during the multicast session, 

the source shares a secret symmetric key with all valid group members, it is known as Traffic Encryption Key 

(TEK). To multicast a secret message, the source encodes the message using TEK with the help of symmetric 

encryption algorithm. Upon receiving the encrypted multicast message, each valid member which knows the 

TEK can decode it using TEK and recover the original message. To avoid that, a member left from the group, 

continues to decrypt the secret multicast messages, the KS must generate a new TEK and securely distribute it to 

the all remaining group members except the one which left. This operation is called “re-keying”(Yacine 

Challal,2005). Group key management schemes are classified as follows in Fig1. 

 The KS shares a secret key called Key Encryption Key (KEK) with each member .When a member leaves 

the group , rekeying is carried out and the KS generates a new TEK: TEK’, and sends it to each member except 

one which left the group and encoded with its corresponding KEK. Thereby, the member that left the group 

cannot know the new TEK’ and hence will not be able to decode the future multicast messages of this session 

.Hence, we have proposed various group key management protocols that will reduce the overhead for group 

rekeying. 
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Fig. 1: Group key management classification. 

 

Evaluation metrics: 

 There are various evaluation metrics to be analyzed while choosing a dynamic key management scheme. 

The metrics include 

 

Security: 

 It consists of the policies adopted by a network administrator to prevent and monitor unauthorized access, 

misuse, modification, or denial of network-accessible resources. It includes the following 

 

Forward secrecy: 

 The persons who left the group do not have no more access to the group (Yacine Challal,2005), (Trust 

Tshepo Mapoka, 2013). This ensures that the member who left the group cannot decrypt the message (Miss 

Laiha Mat Kiah,2007). 

 

Backward secrecy: 

 The person who newly joins to the group should not have access to the old key (Yacine Challal, 2005), 

(Trust Tshepo Mapoka, 2013). It ensures that the new member cannot decrypt data sent before the new user 

joins to the group (Miss Laiha Mat Kiah,2007). 

 

Key independence: 

 The disclosure of keys should not compromise the other keys (Sandro rafaeli ,2003). 

 

Quality of service: 

 It is the overall performance of the network, particularly seen by the users of the network. It includes the 

following, 

 

-affects-n: 

 In this phenomenon, a single membership change affects the remaining members of that group (Yacine 

Challal, 2005). 

 

Minimum delay: 

 Multicast communication is usually prone to delays and jitter. Thus, the key management scheme should try 

to minimize the delay of packet delivery. 

 

Storage: 

 It should not involve more number of keys for storage and at the same time the storage cost of the system 

should be minimum. 

 

Communication overhead: 

 More number of message exchanges shouldn’t cause network traffic leading to communication overhead. 

Thus it should reduce the communication overhead and communication cost incurred during the message 

exchange. 

 

Computation cost: 

 The computation cost involved must be minimum. It should be easy to compute the cost incurred for each 

join and leave operation . 

 

http://en.wikipedia.org/wiki/Policies
http://en.wikipedia.org/wiki/Network_administrator
http://en.wikipedia.org/wiki/Unauthorized


3                                                      Vinoth Chakkaravarthy G and Ambiga P,2014 

Advances in Natural and Applied Sciences, 8(17) Special 2014, Pages: 1-7 

Group key management schemes: 

 Group key management is a series of skills and routines that strengthens the creation and preservation of 

keying relationships between certified parties by constructing a clique. It is effective in applying access control 

on the group key. It is divided into three categories as follows, 

a) Centralized GKM  

b) Decentralized GKM 

c) Distributed GKM 

 

Centralized group key management: 

 In centralized group key management, there is a central clout which upholds the entire clique by 

accomplishing actions that encompass allocating keys to members, and transmitting the encryption key to the 

members (R.SivaRanjani, 2011), ( S.Sasikala Devi, 2011). It is further divided into LKH and OFT. 

 

Logical Key Hierarchy (LKH) protocol: 

 The LKH protocol was proposed by Harney and Harder in 1999, that states a compromise recovery scheme 

for group key management (Abbas Mehdizadeh ,2014). The key distribution centre is chosen as the root of the 

tree and it preserves a tree of keys (Sandro rafaeli ,2003). The nodes of the tree correspond to KEKs and the leaf 

nodes of the tree correspond to secret keys shared with the members of the clique. Each member holds a copy of 

its leaf secret key and all the KEKs corresponding to the nodes in the path from its leaf to the root (R. Srinivasan 

, 2010). The key corresponding to the root of the tree is the TEK.In LKH, the secret key and all the KEK’s for 

the members are regenerated at every member leave/join (Saravana Kumar Muthusamy,2013). These are the 

following steps that is carried out in LKH 

 KDC acts as the root node. 

 - acts as leaf nodes. 

 -  are users placed on the leaf nodes K3-K8. 

 Each member holds a copy of its leaf secret key and all the KEKs in the path from its leaf to the root. 

 When a user say  leaves or  joins the group, KDC updates the TEK.  

 Key refreshment takes place in a top-down manner from KDC to leaf nodes. 

 It refreshes along the pathway ). 

 Here, in the below example, when a new user  joins the group the keys are refreshed along the path from 

node KDC to  

 

 
 

Fig. 2: An example of LKH. 

 

 When joins the group, KDC updates  into , sends to  encrypted with  and  encrypted 

with . TEK is updated into TEK’ and sent to {  encrypted with  and to  ,  encrypted 

with . 

 

One-way function trees (OFT) protocol: 

 The OFT protocol was proposed by Sherman and McGrew in 2003 which states a bottom-up key 

management scheme (Abbas Mehdizadeh, 2014). The key production and refreshment process are executed 

from the bottom of the key tree to the top. A key clout maintains a balanced binary tree for each clique (Sencun 

Zhu,2010). In general, there are three actions to be done in order to gain the new key 

(i) Shared key establishment- It happens between each member and root node (server). 

(ii)Key tree creation- It is handled solely by the root node. 
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(iii)Group key computation – Group key is computed by the members itself instead of accepting it from 

 the root node.  

 Whenever a member subscribes to or exits the group , the root node has to notify its members about the 

variations in the key tree. For this reason the root node transmits a “change information” control message to the 

modified members to refresh themselves and calculate the new key, while refreshing itself. The communication 

cost of OFT is less when compared to LKH (Abbas Mehdizadeh, 2014). OFT helps in reducing the number of 

re-key messages. In OFT, a KEK is calculated by members rather than accepting it from the server. Each KEK 

(ki) is computed using its child KEKs using the formula: 

ki = f(g(kleft(i)), g(kright(i))) 

 where left(i) and right(i) represent the left and right children of node i, and g is a one-way function. The 

result of applying g to a key k: g(k), is called the blinded key (Muhammad Yasir Malik,2012).  

 These are the following steps that is carried out in OFT 

 Ks (server) acts as the root node. It is responsible for key tree creation. 

 K1 – K6 acts as leaf nodes.  

 Each node has exactly two children since it’s a binary tree. 

 Each node themselves compute the group key rather accepting from Ks.  

 When a user say U7 leaves or U8 joins the group , Ks notifies the change to all its nodes. 

 The nodes refresh themselves and calculate the new key. 

 Key refreshment takes place in a bottom up manner from leaf nodes to Ks. 

 It refreshes along the pathway ). 

 Here, in the below example , when a new user  joins the group the keys are refreshed along the path from 

node to  

 

 
 

Fig. 3: An example of OFT. 

 

 When user  joins the group, the keys , ,and the group key , should be modified into , 

, ’respectively. In order to redistribute the new group key and the modified KEKs, the only values that 

should be sent, are the blinded keys: g( ), g( ’), respectively encrypted with: , , , and  The new 

TEK and KEKs can be now calculated as follows: ’= f(g( ),g( )),  = f(g( ), g( )), and  

f(g( ),f(g( )) In this example, user  maintains,  g( ), g ), and g( ). When it receives {g( )}  , it 

calculates recursively all the keys on its path to the root of the tree, using the above derived formulas. These 

calculations together produce the new group key . 

 Comparison of the protocols are based on the following metrics, 

1. 1-affects-n -It means one member can affect all members to be updated (Fazirulhisyam Hashim, Raja S. 

Azmir Raja Abdullah, 2014). 

2. Communication cost -Communication cost incurred during join and leave operations 

3. Computation cost –Computation cost incurred during the join and leave operation. 

Comparison table for some centralized group key management protocols 
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Decentralized group key management: 

 In decentralized group key management, the members of a multicast clique are fragmented into many 

smaller subgroups that are governed by variety of subgroup controllers (R.SivaRanjani, 2011),(S.Sasikala Devi, 

2011), (Uday Pratap Singh, 2012). This facilitates in reducing the burden on the key distribution centre. 

 

Iolus: 

 The Iolus protocol was proposed by Mittra in 1997 to improve accessibility by splitting the clique to some 

subgroups (Abbas Mehdizadeh, 2014). In this schema, two entities were presented namely, Group Security 

Controller to accomplish the top-level subgroup, and Group Security Agent to control each subgroup (Sandro 

rafaeli ,2003). The subgroups are attached to each other by group security agents by bonding between them. The 

decoding and the re-encoding takes place when the transferred data passes through a subgroup. The 

computational cost is more, when encryption and decryption increases . The disadvantage of this protocol is we 

do not have a well defined idea of who plays the role of Group Security Controller or Group Security Agent in 

the communication network and where they are located. Another disadvantage of this protocol is that if the 

transmitter and subgroup controllers cannot refresh each other with the new key, the other subgroups connected 

to that specific subgroup fail to refresh their domains and therefore are no table to decode the data (S. Benson 

Edwin Raj, 2009). Iolus can be used to build protocols that provide an independent group key management 

service for other security aware multicast applications (Suvo Mittra Iolus). Here is an example of Iolus , where 

there are several sub-groups and each sub-group is connected by Group Security Agent and has individual 

encryption key. 

 

 
 

Fig. 4: An example of Iolus 

 

Kronos: 

 It was proposed by Setia et al in 2000 that defines an accessible key management which is based on 

intervallic group re-keying (Abbas Mehdizadeh ,2014). The key refreshing process is based on the pre-

determined time intervals in a way that they are independent of subscribing and exiting operations. There are 

two entities namely domain-wide key distributor (DKD) and an area key distributor(AKD) corresponding to 

each area (Abbas Mehdizadeh, 2014). Each AKD sends key to another until they reach the host- member in its 

area. A new users ends a subscribe request to the AKD, and the AKD validates and verifies the membership. 

Upon a successful validation phase, the user will get a secret key via secured connection. The DKD does not 

create the new group encryption key instead each AKD independently generates and sends the encryption key at 

the coordinated time. 

 Comparison of the protocols are based on the following metrics, 

1. Key independence- The disclosure of keys should not compromise the other keys 

2. 1-affects-n- It means one member can affect all members to be updated. 

3. Local re-keying- Membership changes are treated locally. 

4. Data transformation- Data is transformed from one group to another through some means. 

Comparison table for some decentralized group key management protocols 

 

 

http://www.wordhippo.com/what-is/another-word-for/coordinated.html
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Distributed Group Key Management: 

 In distributed group key management, there is no group controller (R.SivaRanjani,2011), (Purushothama B 

R2011). The group key is produced by the members itself. 

 

Distributed One-way Function Tree (D-OFT): 

 Dondeti et al in 1999 proposed another approach in distributed fashion using logical key 

hierarchy[YacineChallal,2005]. The one-way function tree proposed by McGrew and Sherman is used here. 

There is no central authority. Every group member is trusted with access control and key generation. A member 

is responsible for generating its own key and it sends the blinded version to the remaining all nodes (Renuka A, 

2009). 

 

Distributed Logical Key Hierarchy (DLKH): 

 This protocol was proposed by Rodeh et al in 1999 (Yacine Challal, 2005). In subscribe operation, the head 

selects a new key and transmits to the members via a secure channel.To ensure that the members received the 

new key, the members send back a acknowledgment to the head. Next, the head transmits a “over” message to 

the members to indicate them that the previous session has been ended and the new session has been started. 

This scheme incurs high computation cost since each member is involved in the key production process. 

 Comparison of the protocols are based on the following metrics, 

1.No. of .rounds – Refers to the number of keys required before the members commit to a group. 

2.No. of .messages – Refers to the number of messages required to establish the group key . 

3.Diffie-Hellman Exchange – Whether the protocol is based on Diffie –Hellman key exchange. 

4.Leader Required- Whether the protocol requires leader for performing operations. 

 Comparison table for distributed group key management protocol 

 

 
 

Conclusion: 

 In this paper we have presented the dynamic group key management schemes . Throughout this paper, we 

refined the classification according to the common concept and techniques. The centralized scheme is not 

scalable, and distributed scheme leads to new challenges such as synchronization and conflict resolution. A 

common encryption key per subgroup approach reduces the 1-affects-n problem. This is advantageous for 

highly dynamic multicast groups. This approach requires transformation of sent messages whenever they pass 

from one sub-group to another, and hence they are sensitive to packet delivery delay variations. We conclude 

that there is no best solution, but there are good solutions depending on the application level requirements and 

features. 
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